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Why This Matters

Security & defense companies operate in B2G and B2B 
models

Very little B2C → most personal data is internal

Main GDPR risks arise from employee data processing

High expectations from partners and society: trust, reliability, 
security



Typical Employee 
Data Collected

Criminal record certificates

Health information / medical clearance

National security (VSD) statements

Video surveillance (CCTV)

Access control systems (including card logs / 
biometrics)



Key Challenge

“Know Your Employee ” is logical and necessary 
—
but must remain GDPR - compliant.
Balancing operational security with employee privacy.



Criminal Record Checks

No direct legal obligation 
exists →
→ Legitimate Interest 
Assessment (LIA)  
required  

01

Employer has a publicly 
available list  of positions 
requiring a clean record

02

Checks must be 
proportionate, justified, 
documented

03



Health & National Security Data

Only lawful when 
proportionate to 
job functions

01

Clear legal basis only 
for certain roles (e.g. 
armourer )

02

Otherwise require:

• LIA , or

• Data Protection 
Impact Assessment 
(DPIA)

03

Must avoid blanket 
collection “for everyone”

04



CCTV 
Monitoring

DPIA is mandatory

Must be necessary for:

• protection of assets

• security

• incident investigation

Employees must be clearly informed



Access Control Systems

Card logs, entry 
timestamps, 
sometimes 
biometrics

01

DPIA required due to 
increased risks

02

Need clear rules  on 
retention, purpose, and 
access

03

May be combined with 
CCTV policy if purpose = 
security

04



Transparency to Employees

Employees were not properly 
informed

Employer had no legal basis  for 
processing

Clear documentation = lower liability.

Most violations arise because:



Essential 
Documents

Your “must -have” compliance package:

Employee Privacy Notice

Employee Data Processing Policy

LIA for criminal record checks

DPIAs for:

• health/VSD data

• CCTV

• access control

CCTV Policy

Access Control Policy
(or one combined Security Monitoring Policy)



Final Message

Security is essential — but so is legal certainty .

Transparent, proportionate, documented processes
= strong trust from employees, clients, and state partners.



Thank You

Email: aurelija.rutkauskaite@trinitijurex.lt

Web: trinitijurex.lt
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